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Introduction

Business practice has changed with the introduction of computer-based technologies. The substitution of
electronic transactions for their paper-based predecessors has reduced costs and improved efficiency.
Trillions of dollars in funds and securities are transferred daily by telephone, wire services, and other
€l ectronic communication mechanisms. The high value or sheer volume of such transactions within an open
environment exposes the financial community and its customers to potentially severe risks from accidental
or deliberate disclosure, alteration, substitution, or destruction of data. These risks are compounded by
interconnected networks, and the increased number and sophistication of malicious adversaries.
Electronically communicated data may be secured using symmetrically-keyed encryption algorithms (e.g.
ANS X9.52, Triple-DEA) in combination with public key cryptography-based key management techniques.

This standard, ANS X9.42-2003, Public Key Cryptography For The Financial Services Industry:
Agreement of Symmetric Keys Using Discrete Logarithm Cryptography, defines the secure establishment of
cryptographic data for the keying of symmetrically-keyed algorithms (e.g. TDEA). Schemes are provided
for the agreement of symmetric keys using Diffie-Hellman and MQV algorithms. The Diffie-Hellman key
agreement mechanism is a well-understood and widely implemented public key technique that facilitates
cost-effective cryptographic key agreement across modern distributed electronic networks such as the
Internet. The MQV algorithm is a variation of the Diffie-Hellman algorithm that has more security
attributes and may provide better performance over anal ogous Diffie-Hellman methods. Because the Diffie-
Hellman and the MQV techniques are based on the same fundamental mathematics as the Digital Signature
Algorithm (DSA) (see [4]), additional efficiencies and functionality may be obtained by combining these
and other cryptographic techniques.

While the techniques specified in this standard are designed to facilitate key management applications, the
standard does not guarantee that a particular implementation is secure (even though the techniques
specified in the standard are a basis for security). It is the responsiility of the financial institution to put an
overall process in place with the necessary controls to ensure that the process is securely implemented.
Furthermore, the controls should include the application of appropriate audit tests in order to verify
compliance.

This standard also does not guarantee interoperability (though, again, the techniques specified in this
standard are a basis for interoperability). ANS X9.42 is not a standard for interoperability, but aset of ASC
X9-approved key establishment schemes with varying attributes.

NOTE The user's attention is called to the possibility that compliance with this standard may require use of an
invention covered by patent rights.

By publication of this standard, no position is taken with respect to the validity of this claim or of any patent rightsin
connection therewith. The patent holder has, however, filed a statement of willingness to grant a license under these
rights on reasonable and nondiscriminatory terms and conditions to applicants desiring to obtain such alicense. Details
may be obtained from the standards devel oper.

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9

Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, P.O. Box
4035, Annapolis, MD 21403 USA.
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This document cancels and replaces ANS X9.42—2001, the previous edition of this Standard. The
technical changes to the 2001 edition are described in Annex F.
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ANS X9.42 — 2003, Public Key Cryptography for The Financial
Services Industry: Agreement of Symmetric Keys Using
Discrete Logarithm Cryptography

1 Scope

This standard, partially adapted from 1SO 11770-3 (see [13]), specifies schemes for the agreement of
symmetric keys using Diffie-Hellman and MQV algorithms. It covers methods of domain parameter
generation, domain parameter validation, key pair generation, public key validation, shared secret value
calculation, key derivation, and test message authentication code computation for discrete logarithm
problem based key agreement schemes. These methods may be used by different parties to establish apiece
of common shared secret information such as cryptographic keys. The shared secret information may be
used with symmetrically-keyed algorithms to provide confidentiality, authentication, and data integrity
services for financial information, or used as a key-encrypting key with other ASC X9 key management
protocols.

The key agreement schemes given herein do not provide certain desired assurances of security, such as key
confirmation and entity authentication. However, these schemes may be used in conjunction with key
confirmation and entity authentication mechanisms in key establishment protocols that are specified in
other ASC X9 standards. These key agreement schemes may be used as subroutines to build key
establishment protocols (see [8]). The key establishment methods specified in ANS X9.63 provide
examples of mechanisms for obtaining these additional security properties. Further references for key
agreement can be found in [33].

2 Normative References
ANS X3.92-1981 (Revised 1998): American National Standard - Data Encryption Algorithm

ANS X9.30 - Part 1 (Revised) - 1997: Public Key Cryptography For the Financial Services Industry: The
Digital Sgnature Algorithm (DSA).

ANS X9.30 - Part 2 (Revised) - 1997: Public Key Cryptography For the Financial Services Industry:
Secure Hash Algorithm (SHA-1).

ANS X9.52-1998: Triple Data Encryption Algorithm Modes of Operation.
ANS X9.57-1997: Public Key Cryptography For the Financial Services Industry: Certificate Management.

|EEE P1363-2000, Standard Specifications for Public Key Cryptography.
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