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NOTICE AND DISCLAIMER

The information in this publication was considered technically sound by the consensus of persons engaged in the
development and approval of the document at the time it was developed. Consensus does not necessarily mean that
there is unanimous agreement among every person participating in the development of this document.

ASIS International standards and guideline publications, of which the document contained herein is one, are
developed through a voluntary consensus standards development process. This process brings together volunteers
and/or seeks out the views of persons who have an interest in the topic covered by this publication. While ASIS
administers the process and establishes rules to promote fairness in the development of consensus, it does not write
the document and it does not independently test, evaluate, or verify the accuracy or completeness of any information
or the soundness of any judgments contained in its standards and guideline publications.

ASIS is a voluntary, nonprofit professional society with no regulatory, licensing or police power over its members.
ASIS does not undertake a duty to third parties because it does not have the authority to enforce compliance with its
standards. It assumes no duty of care to the general public, because its standards are not obligatory and because it
does not monitor the use of those standards.

ASIS disclaims liability for any personal injury, property, or other damages of any nature whatsoever, whether
special, indirect, consequential, or compensatory, directly or indirectly resulting from the publication, use of,
application, or reliance on this document. ASIS disclaims and makes no guaranty or warranty, expressed or implied,
as to the accuracy or completeness of any information published herein, and disclaims and makes no warranty that
the information in this document will fulfill any person’s or entity’s particular purposes or needs. ASIS does not
undertake to guarantee the performance of any individual manufacturer or seller’s products or services by virtue of
this standard or guide.

In publishing and making this document available, ASIS is not undertaking to render professional or other services
for or on behalf of any person or entity, nor is ASIS undertaking to perform any duty owed by any person or entity to
someone else. Anyone using this document should rely on his or her own independent judgment or, as appropriate,
seek the advice of a competent professional in determining the exercise of reasonable care in any given
circumstances. Information and other standards on the topic covered by this publication may be available from other
sources, which the user may wish to consult for additional views or information not covered by this publication.

ASIS has no power, nor does it undertake to police or enforce compliance with the contents of this document. ASIS
has no control over which of its standards, if any, may be adopted by governmental regulatory agencies, or over any
activity or conduct that purports to conform to its standards. ASIS does not list, certify, test, inspect, or approve any
practices, products, materials, designs, or installations for compliance with its standards. It merely publishes
standards to be used as guidelines that third parties may or may not choose to adopt, modify or reject. Any
certification or other statement of compliance with any information in this document shall not be attributable to ASIS
and is solely the responsibility of the certifier or maker of the statement.

All rights reserved. Permission is hereby granted to individual users to download this document for their own
personal use, with acknowledgement of ASIS International as the source. However, this document may not be
downloaded for further copying or reproduction nor may it be sold, offered for sale, or otherwise used commercially.

Copyright © 2009 ASIS International
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FOREWORD

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been
processed in accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has
not been subjected to public review or a consensus process. In addition, it does not contain requirements necessary
for conformance to the Standard.

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mandatory
requirements are designated by the word shall and recommendations by the word should. Where both a mandatory
requirement and a recommendation are specified for the same criterion, the recommendation represents a goal
currently identifiable as having distinct compatibility or performance advantages.

ASIS International (ASIS) is the preeminent organization for security professionals, with more than 37,000 members
worldwide. Founded in 1955, ASIS is dedicated to increasing the effectiveness and productivity of security
professionals by developing educational programs and materials that address broad security interests. ASIS also
advocates the role and value of the security management profession to business, the media, government entities, and
the public. By providing members and the security community with access to a full range of programs and services,
ASIS leads the way for advanced and improved security performance.

The work of preparing ASIS Standards is carried out through the ASIS International Standards and Guidelines
Commission committees. Each member interested in a subject for which a technical committee has been established
has the right to be represented on that committee.

The Guidelines Program of ASIS International has received a Designation award under the Support Anti-terrorism
by Fostering Effective Technology Act of 2002 (the SAFETY Act) from the U.S. Department of Homeland Security.
Specifically, the SAFETY Act designation limits ASIS' liability for acts arising out of the use of the guidelines in
connection with an act of terrorism and precludes claims of third party damages against organizations using the
guidelines as a means to prevent or limit the scope of terrorist acts.

The ASIS International Organizational Resilience: Security, Preparedness and Continuity Management Systems Standard
incorporates the guidance provided in the ASIS International Business Continuity Guideline: A Practical Approach for
Emergency Preparedness, Crisis Management, and Disaster Recovery, 2005. For additional information, the Business
Continuity Guideline should be consulted. This best practices standard provides generic auditable criteria and
informative guidance on prevention, preparedness (readiness), mitigation, response, continuity, and recovery from
disruptive incidents with a potential to escalate into an emergency, crisis, or disaster.

Suggestions for improvement of this document are welcome. They should be sent to ASIS International, 1625 Prince
Street, Alexandria, VA 22314-2818, USA.

Commission Members

Jason L. Brown, Thales Australia

Steven K. Bucklin, Glenbrook Security Services, Inc.

John C. Cholewa III, CPP, Embarq Corporation

Cynthia P. Conlon, CPP, Conlon Consulting Corporation
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O INTRODUCTION
0.1 General

This management system Standard (referred to as the “Standard”) has applicability in the
private, not-for-profit, non-governmental, and public sector environments. It is a management
framework for action planning and decision making needed to anticipate, prevent if possible,
and prepare for and respond to a disruptive incident (emergency, crisis, or disaster). It
enhances an organization’s capacity to manage and survive the event, and take all appropriate
actions to help ensure the organization’s continued viability. Regardless of the organization, its
leadership has a duty to stakeholders to plan for its survival. The body of this document
provides generic auditable criteria to establish, check, maintain, and improve a management
system to enhance prevention, preparedness (readiness), mitigation, response, continuity, and
recovery from disruptive incidents.

This Standard is designed so that it can be integrated with quality, safety, environmental,
information security, risk, and other management systems within an organization. A suitably
designed management system can thus satisfy the requirements of all these standards (see
Annex B). Organizations that have adopted a process approach to management systems (e.g.,
according to ISO 9001:2000, ISO 14001:2004, and/or ISO/IEC 27001:2005) may be able to use their
existing management system as a foundation for the organizational resilience (OR) management
system as prescribed in this Standard.

0.2 Process Approach

The management systems approach encourages organizations to analyze organizational and
stakeholder requirements and define processes that contribute to success. A management
system can provide the framework for continual improvement to increase the probability of
enhancing security, preparedness, response, continuity, and resilience. It provides confidence to
the organization and its customers that the organization is able to provide a safe and secure
environment which fulfills organizational and stakeholder requirements.

This Standard adopts a process approach for establishing, implementing, operating, monitoring,
reviewing, maintaining, and improving an organization's organizational resilience (OR)
management system. An organization needs to identify and manage many activities in order to
function effectively. Any activity using resources and managed in order to enable the
transformation of inputs into outputs can be considered to be a process. Often the output from
one process directly forms the input to the next process.

The application of a system of processes within an organization, together with the identification
and interactions of these processes and their management, can be referred to as a “process
approach”.

The process approach for OR management presented in this Standard encourages its users to
emphasize the importance of:

vii
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a) Understanding an organization’s risk, security, preparedness, response, continuity, and
recovery requirements;

b) Establishing a policy and objectives to manage risks;

c) Implementing and operating controls to manage an organization’s risks within the
context of the organization’s mission;

d) Monitoring and reviewing the performance and effectiveness of the OR management
system; and

e) Continual improvement based on objective measurement.

This Standard adopts the "Plan-Do-Check-Act" (PDCA) model, which is applied to structure the
OR management system processes. The PDCA model is sometimes referred to as the APCI
(Assess-Protect-Confirm-Improve) Model. Figure 1 illustrates how an OR management system
takes as input the OR management requirements and expectations of the interested parties and
through the necessary actions and processes produces risk management outcomes that meet
those requirements and expectations. Figure 1 also illustrates the links in the processes
presented in clause 4.

. Plan y
Stakeholders Define & Analyze a Stakeholders
and Interested Problem and Identify and

Parties the Root Cause Interested
K K Parties

Do

Devise a Solution

Act

Standardize Solution 3 .
Develop Detailed Action
Review and Define

Next Issues Plan & Implement It
Systematically

Requirements and
Expectations

and Issues

Figure 1: Plan-Do-Check-Act Model
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Establish management system policy, objectives, processes, and procedures relevant to
managing risk and improving security, incident preparedness, response, continuity, and

(establish the recovery and to deliver results in accordance with an organization’s overall policies and
management system) objectives.

Plan

Do
(implement and Implement and operate the management system policy, controls, processes, and
operate the procedures.

management system)

Check

Assess and measure process performance against management system policy,

(monitor and review the | objectives, and practical experience and report the results to management for review.
management system)

Act

Take corrective and preventive actions, based on the results of the internal management

(maintain and improve | system audit and management review, to achieve continual improvement of the

the management management system.
system)

Compliance with this Standard can be verified by an auditing process that is compatible and
consistent with the methodology of ISO 9001:2000, ISO 14001:2004, and/or ISO/IEC 27001:2005,
and the PDCA Model.
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an American National Standard for Security —

Organizational Resilience: Security, Preparedness,
and Continuity Management Systems —
Requirements with Guidance for Use

1. ScoPE

This Standard specifies requirements for an organizational resilience (OR) management system to
enable an organization to develop and implement policies, objectives, and programs taking into
account legal requirements and other requirements to which the organization subscribes, information
about significant hazards and threats that may have an impact on it (and its stakeholders’), and
protection of critical assets (physical, intangible, environmental, and human). This Standard applies to
risks and/or their impacts that the organization identifies as those it can control, influence, or reduce. It
does not itself state specific performance criteria.

This Standard is applicable to any organization that wishes to:

a) Establish, implement, maintain, and improve an OR management system;
b) Assure itself of its conformity with its stated OR management policy;
c) Demonstrate conformity with this Standard by:

i.  Making a self-determination and self-declaration; or

ii.  Seeking confirmation of its conformance by parties having an interest in the
organization (such as customers); or

iii.  Seeking confirmation of its self-declaration by a party external to the organization; or

iv.  Seeking certification/registration of its OR management system by an external
organization.

All the requirements in this Standard are intended to be incorporated into any type of organization’s OR
management system. It provides all the elements required to integrate management, technology,
facilities, processes, and people into the resilience culture, risk management, and OR management
system of an organization. The extent of the application will depend on factors such as the risk
tolerance and policy of the organization; the nature of its activities, products, and services; and the
location where, and the conditions in which, it functions.

This Standard provides generic requirements as a framework, applicable to all types of organizations
(or parts thereof) regardless of size and nature of operation. It provides guidance for organizations to
develop their own specific performance criteria, enabling the organization to tailor and implement an
OR management system appropriate to its needs and those of its stakeholders.
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