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Foreword
ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.
International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by the technical committees are circulated to the member bodies for voting. Publication as an
International Standard requires approval by at least 75 % of the member bodies casting a vote.
Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights.
ISO 20828 was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee SC 3, Electrical
and electronic equipment.
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Introduction
Often data transmitted within road vehicles, between road vehicles or from and to road vehicles have to be
protected to guarantee their confidentiality and integrity. Cryptography provides excellent means for this kind
of protection. Depending on the protection requirements, different schemes may be used. In some situations it
is sufficient to lock a data link involving a specific device, and to unlock it only if a second device has sent the
correct key in response to an arbitrary seed. The corresponding security access service is specified in various
International Standards and is widely used today.
ISO 15764 defines an extended security scheme. It does not just restrict the access to data, but protects the
data when transmitted over the data link. Protection is provided against masquerade, replay, eavesdropping,
manipulation and repudiation. Before starting the secured data transmission, the data link must be established
as a secured link. ISO 15764 provides two methods for this:
a)

Both devices participating in the data transmission have a pre-established secret cryptographic key. This
key is used to establish the secured link and excludes all third parties not having access to it from
participating in the secured link. This method is based on symmetric keys and is applicable to devices
with a limited processing power and memory.

b)

The secured link may be established between arbitrary devices, if these devices have a private key and a
security certificate for the corresponding public key. This method involves asymmetric cryptography
requiring a higher amount of processing power and memory at the devices.

Public keys are cryptographic keys that are publicly available and are linked to a private key, which is kept
secret by the device owning it. There are two ways of using a public/private key pair:
a)

The device owning the private key may add an electronic signature to data it sends out. This signature is
specific for the data sent out and may only be generated with the private key. Both a different data string
to be signed and a different private key would lead to a different signature. Any other device possessing
the corresponding public key is able to verify the signature and therefore to confirm that the data string
originates from the device owning the private key and has not been altered after being sent out.

b)

Any device possessing the public key may use it to encrypt data before sending it to the device owning
the private key. As the data can only be decrypted with the aid of the private key, no other device is able
to correctly interpret the data sent out.

But how does the user of the public key know that it uses the correct one? A malicious third party could send
its own public key, pretending it is from a trusted device, and could hope to get access to the secured data
transmissions. For each domain of secured data transmissions, there must be an authority (or several of
them) deciding which devices can be trusted. This is called Certification Authority. For the trusted devices, it
issues security certificates, confirming that the public key is from that device (meaning that the device owns
the corresponding private key). The electronic signature of the Certification Authority is attached to the
certificate, rendering it unforgeable. As part of the procedure to set up a secured link, the devices involved
verify the certificates of each other.
With the second method specified in ISO 15764, a secured link can be established between devices using the
public key of the Certification Authority of each other. But in many cases there are different security domains
with different authorities responsible to establish trusted devices, and secured links must be established
between devices of different domains, not knowing the public keys of the Certification Authorities of the other
domain. This International Standard specifies how trust between devices from different security domains is
established based on security certificates. In this sense it extends the application range of ISO 15764.
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Figure 1 — How ISO 20828 extends the application range of ISO 15764
The focus of this International Standard is on the management of certificates. Various security domains based
on certificates have already been defined in various contexts. The task of a security certificate management
for road vehicles is to give a framework in which such security domains can interact in the sense that secured
links can be established from one domain to the other. For instance, there may be specific security domains
for different car manufacturers, for public authorities in charge of tachographs or other legislated vehicle
components, for telematics service providers, authorized dealers and workshops, emergency task forces and
fleet operators. The framework should cover all of them.
When defining this security framework, the following specific requirements of the road vehicle environment
have been considered:
⎯

There should be no need for an overall infrastructure to be shared by all security systems. For instance, it
can’t be expected that shared databases are installed to which the devices involved have access.

⎯

It should be possible to easily integrate existing security systems in the various domains without major
modifications.

⎯

The additional security framework should not affect the security of each domain.

⎯

Devices with different security levels are considered. Breaking the security of a device with little protection
should not affect the security of other devices.
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⎯

It should be possible to use the framework even for devices with limited resources. This means that the
provisions requested from the framework should be easy to handle.

The special situation of mobile devices with limited and non-permanent access to communication facilities are
considered.
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